Guardian III Programmer Reference Guide

GUARDIAN III
Programmer Reference Guide

Changhong-Microsoft IoT Innovation Center

1/ 38



Guardian III Programmer Reference Guide

Revision History

Version Description Author Date
V0.1 Initial version Junhui Lan 7-21-2021
V1.0 Update Junhui Lan 10-11-2021
V1.1 Re-organized and update API Richard Liang 01-12-2022

2/ 38



Guardian III Programmer Reference Guide

Contents

IIEEOAUCTION..........ooocvoce ettt e s s st n et et es e e s ess et enseseeneanens 5
GEt STAMEA GUIAC ..ottt ettt e s s s st en et s et e et ee s nsennens 7
2.1 COoNNECHING the AEVICE ...ttt ettt n st ns et sens 7
2.2 Install the Azure SPhere SDK ............ocoo oot 8
2.3 Install Visual Studio and the Azure Sphere eXteNSION ..............c..cocovvvevieieiee e 9
2.4 How t0 1un the SAMPIE COAEC ............o.oviiieieece et 9
SAMPIE ANA TEST ...t s ettt s ettt nnens 12
3.1 GIIICMOBOL ...ttt sttt 12

3.1.1 RUN the SAMPIE COUR ..ottt 12

3.1.2 APP LEDs

3.13 TESE LLOTA ...ttt ettt

3.14 Test UART
32 GIIICM680E

3.2.1 RUN the SAMPIE COAC ... 15
322 APP LEDS......oooeeeeeeeeeee ettt ettt 16
323 Test Southbound Ethernet (WS5500) ... 17
324 TESE UART ...ttt 18
3.3 GIIICMOBOR ...ttt ettt s st 19
3.3.1 RUN the SAMPIE COUR ..ottt 19
3.3.2 APP LEDs
333 TESE CAN ...ttt ettt s st en st e es st

334 Test RS422
335 Test RS485

APPLCALION APT ..ot ettt

4.1 COMIMON APttt b bbb
4.1.1 AN SYS INIE() oottt ens
4.1.2 gdn_daughter board pOWer dOWN() .........ccccoooieiiiiiicce e
4.13 gdn_daughter board POWET UP().......coccoiviiiiiiiceiciie e
4.14 gdn_change NEtWOTK tYPE() ........ccoveevieeicieiieeee ettt
4.1.5 gdn_check current wifi network status()
4.1.6 gdn_check NetWork 1€AAY()........c.ccvvvviveiiiiieiieecee e
4.1.7 2dn_ get NEIWOTK YPE() ...oovveriieeeeceeceeeceeeee et
4.1.8 AN TNHE T@A()...oeeicecec e
4.1.9 AN St 1€ STATUS()...vviviceecece ettt
4.1.10  gdn_set NEtWOTK DY EYPE() ..ottt
4111  gdn WatCh dO@ fEEA() .......c.oveeeceeeeee ettt
4.1.12  gdn WatCh dO@ IIE() .......o.ovivccicecee e

4.2 Cellular related APT ...........coo.iiii e
421 AN N1t CEIIUIAT() ...ovovoe e
422 gdn_config cellular()
423 AN GEt SIM. IA() ..vvecveieeeceeee e

424 AN G GPS() vttt nrees




Guardian III Programmer Reference Guide

425
42.6
427
428
429
43
43.1
432
433
434
4.4
441
442
443
444
445
44.6
44.7
4.5
451
452
453
454
455
45.6
4.5.7
458
459

gdn_handle atemd()...........coooovmiieieeieceeee e 30
gdn_ get cellular SAtUS() ......cc..co.ooveeiveiceceeceeeecece e 30
gdn_cellular connect SLAtE() .........cocoiviveceriieeeieeie e 30
gdn_ get WWan INFO() ..o 31
gdn print cellular debug INfO()..........coooiviiicieceece e 31
GIIICMOBOL ...ttt 31
AN ClOSE USD TATL() ... 31
AN OPEN USD TATT() .o.voececec ettt 31
gdn_send message t0 USD().......cccociiviieiiiiiieece et 32
AN 10T TECV() .ottt s et
GIIICMOBOE ...t
gdn_close _usb uart()
gdn_open_usb_uart()
2dn tCp CHENt CONMMNECE)........cvoivveeceiceceece e 33
AN CP CHENE TECV() c.o.voveceieeccee et 33
AN tCP CHENt SENA() ...ttt 34
gdn_SoUthDOUNAEth TECV() ..ot 34
gdn_southboundeth SENA()..........c..c.cc.iiiiiieee et 34
GIIICMOBOR ..ot e
AN CLOSE CAN() ..o ettt
gdn_close rs422()
gdn_close rs485()
AN OPENL CAN() c.ooooeeeeeeee e
gdn_open_rs422()
gdn_open_rs485()
gdn_send mesSage t0 ISA22() ..ot e 36
gdn_send meSSAZE t0 TSAB5() . ..ot 37
GAN WIIEE CAN() ..ottt 37
................................................................................................................................................................................. 38

4/ 38



Guardian III Programmer Reference Guide

1 Introduction

Guardian III is an IoT gateway product series based on Microsoft Azure Sphere OS. It provides end-to-end IoT
security solutions and can be used in a variety of industrial fields.

Guardian IIT has multiple types of southbound interfaces, such as LoRa, Bluetooth, Ethernet, CAN, RS422,
RS485, etc., which can be easily connected to many devices or sensors. At the same time, it also includes three
types of northbound interfaces (Wi-Fi, Ethernet, Cellular), you can easily connect to the Azure Cloud.

The Guardian IIT series includes three different product forms, namely GIIICM680L, GIIICM680E, and
GIIICM680R. The main difference between the three product forms is the southbound interface.

Product features:
GIIICM680L (GIIICM680L, GIIICM680L-CM2, GIIICM680L-CM6, GITICM680L-CMA)
€ Al-Link WF-M620-RSD2 module
4 Northbound link:
® Cellular(4G/LTE) data communication (GIIICM680L does not include this feature)
® Dual-band Wi-Fi, 2.4GHz and 5GHz
® Ethernet port: RJ45 female, 10Mbps
€ Southbound link:
® Bluetooth 5.0 connectivity
® [oRa data communication
® USB port (Power + Data)
GNSS location report
MCU programming and debugging port
A/C adapter DC 5V/2A
3 LED indicators: 2 programmable Red/Green LEDs, 1 BLE activity LED
Operating temperature: -40 °C to +85 °C
Operating humidity: 5% to 95% RH
Dimensions: 95mm*95mm*25mm

L 2R 2% 28 2R 2R 2R 2R 2

Enclosure: Mountable, Black color

GIIICM680E (GIIICM680E, GIIICM680E-CE, GIIICM680E-CN)

€ Al-Link WF-M620-RSD2 module

4 Northbound link:
® Cellular(4G/LTE) data communication (GIIICM680E does not include this feature)
® Dual-band Wi-Fi, 2.4GHz and 5GHz
® Ethernet port: RJ45 female, 10Mbps

€ Southbound link:
® Bluetooth 5.0 connectivity
® Ethernet port: RJ45 female, up to 1Mbps
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L 2R 2R 28 2R 2R 2R 2R 2

® USB port (Power + Data)

GNSS location report

MCU programming and debugging port

A/C adapter DC 5V/2A

3 LED indicators: 2 programmable Red/Green LEDs, 1 BLE activity LED
Operating temperature: -40 °C to +85 °C

Operating humidity: 5% to 95% RH

Dimensions: 95mm*95mm*25mm

Enclosure: Mountable, Black color

GIIICM680R (GIIICM680R, GIIICM680R-CE, GITICM680R-CN)

*
*

L 2R 2R 2R 2R 2R 2R 2% 2% 4

Al-Link WF-M620-RSD2 module

Northbound link:

® Cellular(4G/LTE) data communication (GIIICM680R does not include this feature)
® Dual-band Wi-Fi, 2.4GHz and 5GHz

®  Ethernet port: RJ45 female, 10Mbps

Southbound link:

® Bluetooth 5.0 connectivity

® RS-422 or RS-485

® CAN

Modbus protocol supported

GNSS location report

MCU programming and debug port

A/C adapter DC 5V/2A

3 LED indicators: 2 programmable Red/Green LED and 1 BLE activity LED,
Operating temperature: -40 °C to +85 °C

Operating humidity: 5% to 95% RH

Dimensions: 95mm*95mm*25mm

Enclosure: Mountable, Black color
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2 Get started Guide

To use Guardian III series products for the first time, you must install Azure Sphere SDK and Dongle debug
version driver.
For the establishment of Azure sphere development environment, please refer to:

https://docs.microsoft.com/en-us/azure-sphere/

2.1 Connecting the device

Connect Guardian III series products to your PC through USB.

F -
When plugged in, the device exposes four USB Serial Converters, the first time you plug in the device, the
drivers should be automatically downloaded and installed. Installation can be slow. If the drivers are not installed
automatically, right-click the device name in Device Manager and select Update driver. Alternatively, you can
download the drivers from Future Technology Devices International (FTDI). Choose the driver that matches
your Windows installation (32-bit or 64-bit).
To verify installation, open Device Manager. Under Universal Serial Bus controllers, look for four USB Serial

Converters. Device Manager with four USB serial converters
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[ Network adapters

== Metwork Infrastructure Devices
> @ Ports (COM & LPT)

™ Print queues

1 Printers

D Processors

B7 Security devices

B Software devices

Q‘_. Storage controllers
» Em System devices
~ ' Universal Serial Bus controllers
Generic SuperSpeed USB Hub
Generic USB Hub

USE Composite Device
USB Composite Device

USE Serial Converter &
USE Serial Converter B
USE Serial Converter C
USE Serial Converter D

& Device Manager — m} X
File Action View Help
= mERBE

[ Monitaors ~

iy Sound, video and game controllers

Intel(R) USE 3.0 eXtensible Host Controller - 1.0 (Microscft)
Microsoft Mouse and Keyboard Detection Driver (USE)

2.2 Install the Azure Sphere SDK

Download the SDK(https://aka.ms/AzureSphereSDKDownload/). Save the downloaded file on your PC.

Select Install to begin installation.

Accept the elevation prompt if one appears.

Run the downloaded .exe to install the SDK. Agree to the license terms, and then select Next.

When setup completes, restart your PC if the setup application requests it.

After installing the CLI for the first time, open the CLI through the start menu.
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All Apps  Documents  Web More ¥

Best match

- Azure Sphere Developer n
Command Prompt

App

E— Azure Sphere Developer Command Prampt

> App
App
Apps
= open
0 Azure_Sphere_SDK_2010.exe >
| T0  Run as administrator
Settings
] Open file location
E=A Access work or school >
58 Unpin from Start
(@ Disconnect your device from your
Y Y > == pin to taskbar
work or schoaol
Il Uninstall
Search the web D T
/O azure - See web results >
L azure devops »
,O azure lane >
L azureRftzER >

£ azure|Sphe |

Run azsphere show-version to check whether it is installed, and the correct version is installed.

2.3 Install Visual Studio and the Azure Sphere extension

® |nstall Visual Studio, please refer to https://docs.microsoft.com/en-us/visualstudio/get-started/visual-

studio-ide?preserve-view=true&view=vs-2019.

® To install the Visual Studio extension for Azure Sphere, see
https://marketplace.visualstudio.com/items?itemName=AzureSphereTeam.AzureSphere SDK forVisualSt
udio2019.

2.4 How to run the sample code

Here is an example of running the GIIICM680E_Demo.zip sample code. Please use the decompression tool to
decompress the sample code before running.
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GIICMEB0E_Demo
GIHICME80L Demo
GINCMEB0R_Demao
| FreeRTOS RTcore LoRa signed.imagepackage
LE GIICM6B0E_Demo.zip |
GIICMBBOL Demo.zip
% c1ICMBB0R Dema.zip

| SouthBound Ethernet signed.imagepackage

Use the "azsphere login" command to log in to your Microsoft account (Each PC only needs to log in
once.)

Declare the device(Each device only needs to be declared once. For more information, please refer to:

https://docs.microsoft.com/en-us/azure-sphere/install/claim-device?tabs=cliv2beta.)

Enable the developer mode of the device

e de enable-develop

ied to it

Use Visual Studio to open the sample code.
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= O 1
Open recent Get started
o) Browse Py
Guardian? > Guardian3D1_D: Search G 3010 él Al
. « a ;
% T ardians? iErantijemo > B Search Guardian3D1_Deme 2 Get code fram an enline repository like GitHub or
Azure DevOps.
Organize = New folder (7]
Name Date modified Type "@ Open a project or solution
o B Open a local Visual Studio project or .sin file
vscode File falder
1t 202177723 File fold
I |§.1 i F'IE'“MH - Open a local folder
thelie RENHE D Ve teider Navigate and edit cade within any folder
lib 02177231726 File falder
media 2021/ File folder
out 02177231726 File falder ﬁj\ Create a new project
sample 2021/7/2317:26 File folder Choose a project template with code scaffolding
to get started
Continue without code =
Folder: | Guardian3D1_Deme
Cancel
® Compile the sample code.
0Q Fie Et View Gt Project Buld Debug Tet Amsbue Took Ectensions Window Help o 51 lemizapioens 0o - x
0o wo R % S g ot (o) < (R < o b 5| 5 % | W B & Ao
e ez | e Folderiew “ax
8 Guardian2 Demc.out - ARM-Release. Run Code Analysis on Solution ARFIT bl 3 GE 265 =
3 *Copyright (<) 2929 1y g4 GDB Debugaer (HLCore) B <& Search Solution Explorer - Folder View (Cire »
: 4 5 Gty e
: b e
s A Compile » include
s b o
7 =
‘ . G
o applikanionsiio ) sl ot
n ol soghe natn ) iy kot
dn.h° B sample led.c
3 B sampieledh
u 1 mrplmae
e S B s
v :
1 cine mein(int arge, chart arsl) g::::::;fw
B sample_usb_uarth

%
] gtignore

&7 spp manitetizon
Makelists bt

061("E61000 Application

gén_semple_nain(a

&7 CMiskeSetings son
T taunchisison
B Ucensent

const unsigned dnt SleepTise = 10;
while (1) {
/% Your main routine */
Sleep(SlepTine);
e README md

=, pplicsticns_GetTotaliemsrylsage ), Applications et

LOGT("=w+x++ Hemory Total:%u, User:%u, Peak:¥u =

06I("€61008 Application exiting.");
= return 03

bomi Gl mbed  ci
- x

e |y
100% - & Nojssuesfound ‘

Output

Show outputfrom: | CMake

Aruce Sphere e - skipped

15 [Oka] — Datecting C conpile Eestures
1> [0lake] — Detecting € conpile Eestures — done
1> [Osks] = Configuring dons

15 (O] — Geners

15 Otabe generstion finished

® Run the sample code.
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0 Fle Edt View Gt Project Buid Debug Tet Anahze Tools £ Guardian3D1 Dem ® - & x
e - T W W @ ARM-Debug n & ADMIN
Gpleceluine sppmnfestin samplecelah CMakelitstt e 5% “ax

4 Guor | Globarscoper
1 Sode GaL. AT rights reserved. 7 .

Mo

—_—— e READVEmd

b vt e e

TSTAETH Syt en32\che,can 65001 DAVL 98 °C:\PROGRAK FILES (306) WICSOSOFT VISUAL
_FUTLD_TIPE STING="Deboc” -DOIAIE_TISTALL PREFTK ATI="G. \Gase i an. TTT\GTIECHGS0E 5 7
e (:88) Wicrosoft Aeure Sphere SUE\CHuksfiLes\rueSghar ool chain.cndia’ ~DAZURE SPHERS TARGET_APYSEF-STRING="Ltex+-1t=" ~DCHAYEJARE. ROGRMI-"C: \PR0GEAN
exe” %6 \ousedian TIT\GTIICTBO0E Deno\ o e-sphere-gusrd an\Sanples\Guar i ax2\Gusrd st ena”

When the following log print is entered in the log output window, it indicates that the sample code is
running normally.

Output =

Show output from:  Device Output ¥ =
Eemote debuzzing from host 192 1658 35. 1, port 65203

[2021—07—23 10:03:47] [IHFO ][main:20]EGI000 Application starting.

[2021—-07—23 10:03:47] [DEBUG] [1og_debuz_device meszage:117]Thi=z iz a Guardian3DZ devics
[2021-07-23 10:03:47] [IHFO J[init =3 led:932]0pen AFF LED, state:off

[2021-07-23 10:03:47] [IHFO ][init_g3 led:947]0pen RED LED, state:off

[2021-07-23 10:03:47] [DEBUG] [init_g3 led:959]Set HET LED Off

that nzes the central Cloud

3 Sample and Test

In order to demonstrate the use of Guardian 111 series products, we provide basic sample codes and test methods
for each product.

3.1 GIIICM680L

The sample code of GITICM680L includes LEDs, LoRa, UART demo.
Package list:

FreeRTOS RTcore LoRa signed.imagepackage
lan-enc28j60-isu0-int5_signed.imagepackage
GIICM680L _Demo.zip

3.1.1 Run the sample code

1. Equipment Recover.

azsphere device recover
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> up to 10 minu

544

=1

=
=
=)
I
=
=

=]

2. Enable the developer mode of the device
G YWouardian 171 he de e ble—develor

rdian III>

3. Download the internal network card driver package;
azsphere device sideload deploy --imagepackage lan-enc28j60-isu0-int5_signed.imagepackage

4. Download the LoRa driver package;
azsphere

device sideload deploy --imagepackage FreeRTOS RTcore LoRa signed.imagepackage

I sl im _LoR ol

5. Run the sample code “GIIICM680L_Demo.zip”; (Refer to section 2.4 )

3.1.2 APPLEDs

After the software package is installed, restart the device, and APP LED1 and APP LED2 will flash alternately
in accordance with "green" -> "red" -> "off". as figure 23 show.
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Figure 1: LED status

3.1.3 Test Lora

In order to complete the Lora test, we need to introduce the third LoRa test module, which mainly completes the
conversion of LoRa data and USB serial port data in order to complete the data transmission and reception test.

The test module needs to configure the following parameters:

frequency: 910.3M
bandwidth: 125K
spreading factor: 7
coding rate: 4/5
CRC enabled: true
preamble length: 8bytes
power: 20dbm
invert 1Q: true

After using the serial port tool putty to connect the test module, the string sent by putty is sent to the device, and
the device will return the data as it is after receiving the data, so you can see in putty that you are sending data.

3.1.4 Test UART

Use Type-B to connect the PC and the device. After the connection is complete, open the serial port through the
serial port tool putty.
Type-B cable:

Figure 2: Type-B cable

Serial port connection parameters:
Speed(baud): 115200bps
Data bits: 8
14 / 38
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Stop bits: 1
Parity: None
Flow control: None

After connecting the device with the serial port tool putty, the string sent by putty is sent to the device, and the
device will return the data as it is after receiving the data, so you can see in putty that you are sending data.

EP COMI12 - PuTTY - O X

Figure 3: putty output information

3.2 GIIICM680E

The sample code of GIICM680E includes LEDs, W5500, UART demo.
Package list:
SouthBound Ethernet signed.imagepackage
lan-enc28j60-isu0-int5_signed.imagepackage
GIIICM680E_Demo.zip

3.2.1 Run the sample code

If you get a box with sample code loaded, do the following to test it:
1. Connect the debug dongle and power on the box, from the powershell of windows, check images installed,
it should be like this:

Uezerssricha* azsphere device image

Installed images:
——2» lan—enc28j6B—izud—inth

——>» Image tuype: Board configuration

——2» Component ID: %lececde—Yele—4B8da—hh38-81f4d1B8f3f45

——>» Image ID: c4482be3—-dB851 -4835-842d—1elad177f 744
——2» gdhserver

——>» Image tuype: Application

—>» Component ID: 8548b129-hi6f-4f84-8dhe—d2cB47862e78

—» Image ID: 4di51ibda—aleb—4538-8347-38468dF 88834
——2» SouthboundEthernet

——>» Image tuype:
——2» Component ID:
—2» Image ID:

——2» Guardian3RD2
——>» Image tuype:
——2» Component ID:
—>» Image ID:

Application
BU5180hc—482f —4ch3-abb2-72937dbcde4?
aedaliBf-66a8—4a2h-bh34-3eZae?db4584

Application
bhcd6bcb—8h23-43d8-9991—7e5cclb56918
3d487eb3-836c—4c24-aab?-B85fcf21%echB

2. Check interface connection:

dynamic

3.

Use the mobile App to watch southbound connection status. Refer 3.2.3 for the test setup.
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If you get a brand-new box without code loaded, do the following to install test samples:

1. Equipment Recover.

azsphere device recover

ility. Mo

3. Download the internal network card driver package.
azsphere device sideload deploy --imagepackage lan-enc28j60-isu0-int5_signed.imagepackage

4. Download the W5500 driver package.
azsphere device sideload deploy --imagepackage SouthBound Ethernet signed.imagepackage

agepackage =o nd_FEtherne ed. 1magepac
im

5. Run the sample code “GIIICM680E Demo.zip”; (Refer to section 2.4 )

3.2.2 APP LEDs

After the software package is installed, restart the device, and APP LED1 and APP LED2 will flash alternately
in accordance with "green" -> "red" -> "off". as figure 26 show.
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Figure 4: LED status

3.2.3 Test Southbound Ethernet (W5500)

Use the RJ-45 network cable to connect the device and the PC and set the PC to DHCP client mode. After the
connection is completed, W5500 will assign a 192.168.50.X sub-network IP to the PC, and the default gateway
address is 192.168.50.1. As figure 27 show.

[Ethernet adapter Eth2:

Figure 5: Get Client I[P

The W5500 internal test module starts TCP port 5000 at 192.168.50.1 by default and uses putty to connect.

Category:

#2 PuTTY Configuration

[~ Session

¢ Logging
:— Teminal
- Keyboard
- Bell
- Features
(=) Window
- Appearance
- Behaviour
- Translation
[#- Selection
- Colours
=~ Connection
... Data
- Proxy
- 55H
- Serial
- Telnet
- Rlogin
- SUPDUP

Help

7 bt
Basic: spfians far youl FUTTY session
Specify the destination you want to connect to
Host Mame {or |P address) Bort
[182.168.50.1] | 5000
Connection type:
(SSH () Seral (@) Other: | Telnet ~
Load, save or delete a stored session
Saved Sessions
Default Settings L pad
COM73 =
Save
Delete
Close window on exit:
(O Mways () Never (®) Only on clean exit
Open Cancel

Figure 6: putty configuration parameters

Any data received by the W5500 internal test module will be returned as it is.
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B 192,168.50.1 - PuTTY

Figure 7: putty output information

3.2.4 Test UART

Use Type-B to connect the PC and the device. After the connection is complete, open the serial port through the

serial port tool putty.
Type-B cable:

Figure 8: Type-B cable

Serial port connection parameters:
Speed(baud): 115200

Data bits: 8
Stop bits: 1
Parity: None
Flow control: None

After connecting the device with the serial port tool putty, the string sent by putty is sent to the device, and the
device will return the data as it is after receiving the data, so you can see in putty that you are sending data.

EP COMI12 - PuTTY
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Figure 9: putty output information

3.3 GIIICM680R

The sample code of GIIICM680R includes LEDs, CAN, RS422, RS485 demonstration.
Package list:

lan-enc28j60-isu0-int5_signed.imagepackage

GIIICM680R Demo.zip

3.3.1 Run the sample code

1. Equipment Recover.

azsphere device recover

p to 10 minu

3. Download the internal network card driver package.
azsphere device sideload deploy --imagepackage lan-enc28j60-isu0-int5_signed.imagepackage

Run the sample code “GIIICM680R_Demo.zip”. Refer 2.4 for details.
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3.3.2 APPLEDs

After the software package is installed, restart the device, and APP LED1 and APP LED2 will flash alternately
in accordance with "green" -> "red" -> "off". as figure 32 show.

Figure 10: LED status

3.3.3 Test CAN

Use a third-party CAN test tool to connect the device. The CAN test module used in this example is a CAN
module produced by China Chuangxin Technology.

Figure 11: CAN test module Appearance

)

+ [CAN-GND

CANH

CAN-GND | CANL

Figure 12: Device GPIOs

Use CAN connect the device, connect the wire sequence GPIO7---CHNH, GPIO8---CHNL.
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Figure 13: CAN connection diagram

After the connection is complete, use the test tool provided with the CAN test module to turn on the device.

[&] USB-CAN Tool V811 - - The device does not start! - O 4
Device(D) Settings(S) Information(l] View() Help(H) Language(l)
Send 0.1 StartS)
Format|  Stopd 0 00 03 78 |Channel: 1 'j!humhu tosendy| 1 | M e
Register State(R] &
Datalimy)|_ NoOerer State® Send Cycle: |1 ns [Data Ine.
Baudrate Detect(B)
CAY Rout| . A ) T p—
| Routing Option(0) Frm savad: 0 Step send | Zend fils |
[l Pro fault tolerant can configuration(B) teings [ tonett sl ai T r—
USBCAN Test Tool(T) - :
Statisztics ChI Statisties:Ch2
Fw/sk[0 | F/sT:[o Fn/sk: [0 | Fem/sT:[0
Index Systen Time  Time Stanp Channel Divectio Frame ID  Tupe Format DILC Data ~
v
< >
Figure 14: Open device
Fa] Open USB Device - CHUANGXIN Technology X
Device Wame: |Device Index Humber 0:Serial number: 01900202491, w

Figure 15: Device connection parameters
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Fai Parameter Confirm - CHUANGXIN Technology >

Device index: 0 Charmel : |Chi o
annh1e 5311 chdng

CAN Setting

Baud Rate: | GO0k bps |~ ETEOSL: | 0O 1IC | (HEX)

AccCode: | 000000000 Filter: |Accept all e
AccMask: | 0xFFFFFFFF Filter configuration tool
Mode |Hormal i

Cancel

Figure 16: CAN interface parameters

After the test module is successfully connected to the device, send the test data to the device through the tool,
and the device will return the test data as it is, as shown in the figure below. as figure 39 show.

@ USB-CAN Tool V.11 - CANalyst-1l - SN:Serial number: 01900202491, firmware version number: V3.24 - ... = O X
Device(lY} Operation(Q) Settings(S} Information{l] View(\V) Help(H) Language(l)
Send Data
Format: |Extended V Type: Data |~ CANIDCHEX): 00 00 03 78 | Chennel: 1 “ Humber to send: |1 10 Ine
DatafHEX): 10 00 00 00 00 00 00 £f l Send | I Send Cyecle: |1 | ms Data Ine.
C4N Routi 1
outing I Filter Frm saved: O Stop send Send file
CAN1 settlng"s CAHZ settln__gs | Receive Enable T DSave
Statisties:Chi Statisties:Ch2
Frm/= K: 0.3 Frm/= T: 0.3 Frmf= R |0 Frm/= T: |0
Index Syztem Time Time Stamp Channel Directio Frame ID Type Format DLC  Data ~
@ 00000 14:40:17.862 - chl Send 000000378  Data Extende. 0x053 x| 10 00 00 00 0O 00 00 FF
@) 00001  14:40:17.863  0OxCZEAS3 chi Receive 0x00000378 Data Extende: 0x05 x| 10 00 00 00 0O 00 00 FF
v
£ >

Figure 17: Data sending and receiving
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3.3.4 Test RS422

The RS422 interface test needs to use a standard DB9 serial debugging line. In the example, the USB2.0
RS422/RS485 universal serial debugging line produced by China Z-TEK is used.

Figure 18: RS422/RS485 cable

Device and DB9 connection line sequence:

GIIICM680L DB9
GPIO4(RXD-) - T/R-
GPIOS(RXD+) - T/R+
GPIOIO(TXD+) - RXD+
GPIOI|(TXD-) - RXD-

Connection example diagram:

Figure 19: RS422 connection diagram

Connect the DB9 interface through putty, the baud rate is 115200bps, send data to the device, the device will
return the data as it is. as figure 42 show.
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EP COMGS - PuTTY - ] x

Figure 20: putty output information

3.3.5 Test RS485

The RS422 interface test needs to use a standard DB9 serial debugging line. In the example, the USB2.0
RS422/RS485 universal serial debugging line produced by China Z-TEK is used.

Figure 21: RS422/RS485 cable

Device and DB9 connection line sequence:

GIIICM680L DB9
GPIO4 - T/R-
GPIOS -— T/R+
GPIO10 - T/R+
GPIO11 - T/R-

Connect the DB9 interface through putty, the baud rate is 115200bps, send data to the device, the device will
return the data as it is. as figure 44 show.
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COMGS - PuTTY - O %

Figure 22: putty output information
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*
4 Application API

4.1 Common API

Common API are the API functions can be called by all Guardian 3 products.

4.1.1 gdn_sys init()

int gdd_sys_init ( int argc,
char * argv[]

)

Init the Guardian system hardware, it should be called before any other API.

Parameters
argc
argv

Returns

int 0 on success, -1 otherwise

4.1.2 gdn_daughter board power down()

int gdn_daughter board power down ( void )
Power down daughter board to save power

Returns

int 0 on success, -1 otherwise

4.1.3 gdn_daughter board power up()

int gdn_daughter board power up ( void )
Power up the daughter board to use its function
Returns

int 0 on success, -1 otherwise
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4.1.4 gdn_change network type()

int gdn_change network type ( int networkType )

set network type and check
Parameters

networkType enum e_network type

Returns

int 0 on success, -1 otherwisw
4.1.5 gdn_check current wifi_network_status()

int gdn_check current wifi_network status ( void )

check current wifi status
Returns

int 0 on success, -1 otherwisw
4.1.6 gdn_check network ready()

int gdn_check network ready ( void )

check network ready state
Returns
int 0 Internet available, 1 Internet not available

4.1.7 gdn_get network type()

e network type gdn get network type ( void )

get network type
Returns
e network type enum e network type

4.1.8 gdn_init_led()

int gdn_init led ( void )
init LED
Returns
int 0 on success, -1 otherwise
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4.1.9 gdn_set led_status()

void gdn_set led status ( int type, unsigned char status)
Set LED status
Parameters

type led possition

state 0 off, 1 on

4.1.10 gdn_set_network by type()

void gdn_set network by type ( int networkType )

set network type
Parameters

networkType enum networkType

4.1.11 gdn_watch_dog_ feed()

void gdn_watch dog feed (uint32 t watchedIndex )

watch dog feed
Parameters

watchedIndex watch dog index

4.1.12 gdn_watch_dog_init()

int gdn watch dog init (uint32 t watchedNum )

watch dog init
Parameters

watchedNum watch dog id

Returns

int 0 on success, -1 otherwise

4.2 Cellular related API

Cellular related API are API functions can be called by Guardian 3 with cellular modules.
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4.2.1 gdn_init_cellular()

int gdn_init_cellular ( void )

This function initiates the communication between MT3620 with the cellular module. The application should call this

before any other cellular related functions. It should be called after the system module’s initialization

Parameters

None

Returns
int 0 on success, -1 otherwise

4.2.2 gdn_config_cellular()

int gdn_set cellular_config ( CELLULAR_CONFIG_S * cellular _config )

Configure Cellular properties: APN, username, password, pin number.

Parameters
cellular_config Attribute fields that need to be configured

Returns
int 0 on success, -1 otherwise

4.2.3 gdn_get esim_id()

int gdn_get esim _id ( ESIM _ID S * esim_id )
get esim_id:IMI,QCCID

Parameters
esim_id The returned esim_id structure requires the user to allocate memory

Returns
int 0 on success, -1 otherwise

4.2.4 gdn_get gps()

int gdn_get gps ( GPS INFO_S * gps)
get gps info:utc,longitude,latitude,altitude

Parameters
gps The returned gps structure requires the user to allocate memory

Returns
int 0 on success, -1 otherwise
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4.2.5 gdn_handle atcmd()

int gdn_handle atcmd ( char * atcmd,
unsigned int  timeout ms,
char ** at_result,
unsigned int * result len

)

AT command transparent transmission to obtain corresponding response data.

Parameters
atcmd AT command sent
timeout_ms Timeout waiting for reply

‘ 1t Returned data.The user does not need to allocate memory, but the user needs to release it after
at_resu
- use

result len The length of the returned data

Returns
int 0 on success, -1 otherwise

4.2.6 gdn_get cellular_status()

int gdn_get cellular status ( CELLULAR STATUS S * cellular_status )

get cellular status:state,signal-quality,access_tech,imei,registration-state,operator-code,operator-name
Parameters

cellular_status The returned cellular_status structure requires the user to allocate memory

Returns
int 0 on success, -1 otherwise

4.2.7 gdn_cellular connect_state()

bool gdn_cellular_connect state ( void )
get nxp connect state
Returns

true connected

false not connected
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4.2.8 gdn_get wwan_info()

int gdn_get wwan_info ( WWAN _INFO S * wwan_info )
get wwan infomation: connected,suspended,wwan_if,ip_timeout,apn,roaming,method,address,prefix,prefix,dns,mtu
Parameters

wwan_info The returned wwan_info structure requires the user to allocate memory

Returns
int 0 on success, -1 otherwise

4.2.9 gdn_print_cellular _debug_info()

void gdn_print_cellular_debug_info ( void )

One time to print detailed information such as the complete status and attributes of the cellular.

4.3 GIIICM680L

Products: GIIICM680L, GIIICM680L-CM2, GIIICM680L-CM6, GIIICM680L-CMA.

4.3.1 gdn_close usb_uart()

void gdn_close_usb _uart ( void )

gdn_close usb_uart - close usb to uart by params including config and data handler, This is used for the FT234XD

4.3.2 gdn_open_usb_uart()

int gdn_open_usb_uart ( UART Config * config,
UART DATA HANDLER handler

)
open usb to uart by params including config and data handler, This is used for the FT234XD

Parameters
config Defined by UART Config
handler Callback defined by UART DATA HANDLER, if set NULL, using built-in handler

Returns
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int 0 on success, -1 otherwisw

4.3.3 gdn_send _message to ushb()

size t gdn_send message to usb (uint8 t * data,
size t datalen

)

send data to usb

Parameters
data  data - Data buffer to send
dataLen dataLen - Length of data to send

Returns
size_t Bytes of sent data

4.3.4 gdn_lora recv()

void gdn_lora recv ( char * buff
int buff len

)

LoRa devices’ data receiver

Parameters
buff receive data buff

buff len receive data buff len

4.4 GIIICM68OE

Products: GIIICM680E, GIIICM680E-CN, GIIICM680E-CE

4.4.1 gdn_close usb uart()

void gdn_close usb uart ( void )

gdn_close usb_uart - close usb to uart by params including config and data handler, This is used for the FT234XD
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4.4.2 gdn_open_usb_uart()

int gdn_open_usb _uart ( UART Config * config,
UART DATA HANDLER handler
)

open usb to uart by params including config and data handler, This is used for the FT234XD
Parameters

config Defined by UART Config
handler Callback defined by UART DATA HANDLER, if set NULL, using built-in handler

Returns
int 0 on success, -1 otherwisw

4.4.3 gdn_tcp_client connect()

int gdn_tcp client connect ( int * socket fd,
const char *  ip,
unsigned short port

)

tcp connect
Parameters

socket fd socket fd
ip ip address
port port number

Returns
int 0 on success, -1 otherwisw

4.4.4 gdn_tcp_client recv()

int gdn tcp client recv ( int * socket fd,
char ** recv_buf,
unsigned int * buff len,
unsigned int  timeout second

)

tep receive
Parameters

socket fd socket fd

recv_buf receive data buff
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buff len receive data buff len
timeout_second time out

Returns

int reality receive data len

4.4.5 gdn_tcp_client _send()

int gdn_tcp client_send ( int * socket fd,
char * buff,
unsigned int len

)

tep send
Parameters

socket fd socket fd
buff send data buff
len send data buff len

Returns
int reality send data len

4.4.6 gdn_southboundEth recv()

void gdn_southboundeth recv ( char * buff

int buff len

unsigned short port

)

southbound ethernet data receiver

Parameters
buff receive data buff
buff len receive data buff len

port port number

4.4.7 gdn_southboundEth_send()

void gdn_southboundeth send ( char * buff

size t buff len

unsigned short  port

)
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southbound ethernet send
Parameters

buff send data buff
buff len send data buff len

port port number

4.5 GIIICM680R

Products: GIIICM680R, GIICM680R-CN, GIIICM680R-CE

4.5.1 gdn_close can()

void gdn_close can (int fd)
Parameters

fd CAN fd Indicates which CAN to close

4.5.2 gdn_close rs422()

void gdn_close_rs422 ( void )

close rs422 to uart by params including config and data handler.

4.5.3 gdn_close rs485()

void gdn_close rs485 ( void )

close rs485 by params including config and data handler.
4.5.4 gdn_open_can()

int gdn_open_can ( elnterfaceType interface,
eCANPort port,
CANParameter t * parameter can,
CAN_DATA HANDLER handler

)
Open CAN bus by params, baudrate and data handler...

Parameters
interface Use UART or SPI interface to connect to CAN module
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port Which channel CAN open, G3 only has port0 by default
parameter_can struct of CANParameter t

Callback defined by CAN DATA HANDLER,Used by the user to process the received
CAN data

handler

Returns
int 0 on success, -1 otherwise

4.5.5 gdn_open_rs422()

int gdn_open_rs422 ( UART Config * config,
UART DATA HANDLER handler
)

open usb to uart by params including config and data handler.

Parameters
config Defined by UART Config
handler Callback defined by UART DATA HANDLER, if set NULL, using built-in handler

Returns
int 0 on success, -1 otherwisw

4.5.6 gdn_open_rs485()

int gdn_open_rs485 ( UART Config * config,
UART DATA HANDLER handler
)

open rs485 by params including config and data handler.
Parameters

config Defined by UART Config
handler Callback defined by UART DATA HANDLER, if set NULL, using built-in handler

Returns
int 0 on success, -1 otherwisw

4.5.7 gdn_send _message to rs422()

size t gdn send message to rs422 (uint8 t* data,
size t datal.en
)
Send data to rs422.

Parameters

36 / 38



Guardian III Programmer Reference Guide

data Data buffer to send
datalen Length of data to send

Returns
size_t Bytes of sent data

4.5.8 gdn_send message to rs485()

size t gdn send message to rs485 (uint8 t* data,
size t datal.en
)

send data to rs485

Parameters
data Data buffer to send
datalen Length of data to send

Returns
size t Bytes of sent data

4.5.9 gdn_write can()

void gdn_write can ( int fd,
CANWrite t* canPara,

const char *  dataToSend,

size t datalen
)
Write data to the CAN bus.
Parameters
fd CAN f{d Indicates which CAN to write

canPara struct of CANWrite t
dataToSend Data buffer to send
datalen Length of data to send
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S5 Support

For all general, partnership, career, and/or press inquiries, please contact us through email or phone number:

Email: crl@changhong.us
Phone: 1-408-970-0349
Address: 2580 North First Street, Suite 100, San Jose, CA 95131
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